CITY OF ROCHESTER SCHOOL
USE OF ARTIFICIAL INTELLIGENCE (AI) POLICY

This policy which applies to the whole school is publicly available on the school website and upon request a copy (which can be made available in large print or other accessible format if required) may be obtained from the School Office. 
[bookmark: _Toc225404278]Monitoring and Review: 
This policy will be reviewed annually or as often as needed in response to statutory or significant technological changes. The scope of any review will include:
Collecting feedback from staff, pupils, and parents regarding their experiences with AI tools.
Evaluating the impact of AI tools on teaching and learning outcomes.
Collecting feedback from staff, pupils, and parents regarding their experiences with AI tools.
Updating the AI policy in accordance with any changes in legislation or advancements in AI technology.
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1. Introduction
[bookmark: _Int_PRgOKBHy]City of Rochester School recognises the increasing use of artificial intelligence (AI) within education and the potential benefits it can bring to teaching, learning, administration and communication. The school is committed to ensuring that AI is used safely, ethically and in line with safeguarding, online safety, data protection, and professional standards.
AI will be used as a supportive tool and will not replace professional judgement, direct staff oversight, safeguarding decision-making or appropriate human interaction with pupils.
2. Legal Status and Scope
This policy applies to all staff, pupils, trustees, volunteers, agency staff, contractors, and any approved AI systems used within the school.
This policy should be read alongside the school’s Safeguarding and Child Protection Policy, Online Safety Policy, Behaviour Policy, Staff Code of Conduct, Acceptable Use Policy, Data Protection Policy, and Data Retention Policy.
Keeping Children Safe in Education (KCSIE)
Data Protection Act 2018 and UK GDPR
DfE guidance on generative AI in education
DfE guidance on generative AI and data protection in schools
[bookmark: _Int_waIQRyhq]Any relevant JCQ guidance where AI use links to assessment or qualifications
3. Aims and Principles
[bookmark: _Int_9BVv1M7Z]City of Rochester School aims to ensure that AI is used in a way that is safe, transparent and appropriate to the needs of pupils and staff.
support teaching, learning and school operations without compromising safeguarding
promote safe, ethical and age-appropriate use of AI by pupils
protect personal data and confidential information
maintain professional judgement and human oversight
monitor use of AI systems and respond promptly to risks or misuse
ensure staff and pupils understand both the benefits and limitations of AI
AI may also support appropriate workload reduction and operational efficiency where used safely and proportionately.
4. Use of AI by Staff
Staff may use approved AI tools to support planning, resource creation, communication drafting, administration and workload reduction.
All AI-generated content must be checked by a member of staff for accuracy, suitability, tone, bias and safeguarding implications before use.
[bookmark: _Int_fNVzrlfL]Staff must not rely on AI outputs without professional review and must not present unverified AI content as fact.
AI must not be used to make safeguarding decisions, behaviour decisions, SEND decisions or any decision that requires professional judgement without human oversight.
Staff must not enter personal, sensitive or identifiable pupil, family or staff information into an AI system unless the platform has been formally approved for that purpose, and the school’s data protection requirements are met.
Staff must follow the Staff Code of Conduct, Acceptable Use Policy, and relevant safeguarding procedures when using AI tools.
5. Use of AI by Pupils
Pupils may only use AI in line with staff guidance, curriculum expectations and appropriate age supervision.
[bookmark: _Int_xpmlhpZE]AI may be used to support learning, explanation, idea generation, revision and wellbeing signposting where approved by the school.
Pupils must not use AI to produce work for assessment unless a teacher has specifically allowed and explained how it may be used.
[bookmark: _Int_vQcBeA9m]Pupils must not enter personal, private, or identifying information into AI systems.
Pupils must use respectful and appropriate language at all times.
Any content or interaction that worries, confuses or upsets a pupil must be reported to a member of staff immediately.

6. Safeguarding, Online Safety, Filtering and Monitoring

City of Rochester School recognises that AI sits within the school’s wider safeguarding and online safety framework. AI introduces risks including harmful or inaccurate content, bias, misinformation, impersonation (including deepfakes), exposure to inappropriate material, online exploitation, grooming, coercion and emotional over-reliance on automated systems.
The school also recognises that some pupils may be at increased risk, particularly those with SEND, communication needs, or social and emotional vulnerabilities.

The use of AI is managed in line with the school’s Safeguarding and Child Protection Policy and Online Safety Policy. Any concerns relating to AI, online interactions or digital behaviour will be managed in line with safeguarding procedures and recorded on CPOMS where appropriate.

Filtering and Monitoring
· All approved AI systems used by the school, will be subject to appropriate filtering and monitoring arrangements. 
· Filtering systems will reduce exposure to harmful or inappropriate content. 
· Monitoring systems will identify safeguarding concerns, inappropriate language, patterns of risk and potential misuse. 
· Arrangements will be reviewed regularly to ensure they remain effective, proportionate and appropriate for pupils’ needs. 
· The school recognises that filtering and monitoring cannot eliminate all risk; staff vigilance and timely action remain essential. 
Role of the Headteacher
The Headteacher will:
· oversee the implementation and operational use of AI across the school
· ensure AI use aligns with safeguarding, curriculum, behaviour and data protection expectations
· ensure appropriate filtering, monitoring and risk management arrangements are in place
· ensure staff receive appropriate guidance, training and support regarding AI use
· work alongside the DSL, DPO and IT lead to review emerging risks and operational concerns
· ensure concerns relating to AI misuse, safeguarding or data protection are responded to appropriately
· regularly review whether approved AI systems remain safe, proportionate and suitable for school use.
Role of the Designated Safeguarding Lead (DSL)
The DSL will:
· take lead responsibility for AI-related safeguarding concerns 
· review monitoring outputs, alerts and patterns of concern 
· ensure concerns are recorded, risk assessed and acted upon appropriately 
· liaise with the Headteacher, IT lead, Online Safety lead and DPO 
· escalate serious concerns in line with safeguarding procedures 

Staff Responsibilities
Staff must:
· remain alert to risks linked to AI use, including harmful content, manipulation, bullying, exploitation and misinformation 
· monitor for inappropriate reliance on AI or misunderstanding of its role 
· intervene where use becomes unsafe or inappropriate 
· report concerns immediately in line with safeguarding procedures 
· avoid normalising unsafe or unsupervised AI use 
· reinforce to pupils that AI is not a replacement for trusted adults, pastoral support or professional help
7. Approved School AI Platforms
For any approved AI platforms used within City of Rochester School, the school will ensure that its use is clearly governed, monitored and reviewed.  
Approved AI Platforms Currently Used by City of Rochester School
· ChatGPT – staff use for planning, communication drafting and resource support
· Google Gemini – staff use for educational and administrative support
· Microsoft Copilot – staff use linked to Microsoft systems
· EddiAI – approved educational AI platform used to support teaching, learning and operational practice
Other approved AI systems may only be used following review by the DSL, DPO, IT lead, and Senior Leadership Team.
Pupil expectations
Use the platform for learning and, where applicable, approved wellbeing support only.
[bookmark: _Int_YmYETEN3]Do not share personal, private, medical, family or identifying information.
Do not upload content or ask questions that are inappropriate, abusive, or unsafe.
[bookmark: _Int_exngqwuN][bookmark: _Int_2WsCO6ja]Report concerning content, responses or interactions to staff immediately.
Staff responsibilities
monitor pupil use and review safeguarding alerts or flagged interactions
ensure moderation, safety and content controls are configured appropriately
ensure user accounts are managed correctly and removed when no longer needed
Review whether the platform remains appropriate, effective and safe for school use
make sure pupils understand the limits of the system and when to seek adult help instead
not input personal or sensitive data into unapproved tools
The school will explicitly teach how AI works
its limitations (bias and inaccuracy)
How to evaluate AI generated information
8. Data Protection, GDPR and Retention
City of Rochester School recognises that AI use must comply with the Data Protection Act 2018 and UK GDPR. The school will take a cautious approach to data handling and will not assume that a platform is safe simply because it is widely available.
Personal, sensitive or special category data must not be entered into AI systems unless the platform has been formally approved, and the school’s data protection requirements have been met.
The Data Protection Officer (DPO) will be consulted when introducing new AI tools or approving new uses of existing AI systems.
[bookmark: _Int_sDWWdjof]Where required, Data Protection Impact Assessments (DPIAs) will be completed before the school introduces or expands AI use.
Staff must understand whether a tool is open or closed and act accordingly; open tools may store, share or learn from information entered into them.
The school will ensure that privacy information and relevant internal procedures reflect how approved AI tools process data.
The school recognises that AI may increase cyber security risks, including phishing, impersonation and increasingly sophisticated online scams.
Retention of information generated through AI systems will be managed in line with the school’s Data Retention Policy. Safeguarding information will be recorded and retained in accordance with safeguarding requirements, including CPOMS, and no information will be retained longer than necessary.
9. Accuracy, Bias, Transparency and Ethical Use
AI outputs must be treated with caution and checked for factual accuracy, bias, appropriateness, and context.
Staff and pupils must understand that AI can produce convincing but incorrect or misleading responses.
AI must not be used to impersonate another person, create misleading content, or spread misinformation.
AI must not be used in ways that discriminate, exclude or undermine dignity, fairness or pupil welfare.
Where AI has materially supported a piece of schoolwork or communication, staff or pupils should be transparent about that use where appropriate.
Staff and pupils should be transparent where work or communication has been wholly or partially AI-supported where appropriate.
10. Misuse, Academic Integrity and Behaviour
Pupils must not use AI to bypass learning, misrepresent their own work, or gain an unfair advantage.
Misuse of AI by pupils will be managed in line with the Behaviour Policy, assessment procedures and safeguarding procedures where relevant.
Misuse of AI by staff will be managed in line with staff conduct procedures, safeguarding procedures 
and disciplinary processes where appropriate.
11. Assessment and Academic Integrity
Pupils must understand that:
AI must not be used to gain unfair advantage
Complete assessed work without permission.
The school will:
Follow JCQ and exam board guidance
Teach pupils about plagiarism and ethical AI use
11. Monitoring, Oversight and Review
AI use across the school will be monitored and reviewed regularly 
This will include:
· Termly oversight by the Designated Safeguarding Lead (DSL) and senior leaders, reviewing how AI is being used across teaching, learning and administration. 
· Leaders may gather feedback from staff, pupils and parents regarding the effectiveness and safety of approved AI systems.
· Monitoring of any safeguarding concerns linked to AI use, including inappropriate content, misuse or emerging risks, recorded through CPOMS where relevant. 
· Review of filtering and monitoring systems to ensure AI tools are appropriately restricted and safe for pupil use. 
· Staff feedback and discussions through briefings or CPD to identify any concerns, training needs or changes in practice. 
· Review of approved AI tools to ensure they remain suitable, compliant with data protection requirements and aligned with the school’s safeguarding approach. 
Where concerns, patterns or incidents are identified, leaders will take appropriate action, including updating guidance, providing additional training or restricting use where necessary.

Safeguarding, online safety, data protection, and operational concerns linked to AI will be considered together rather than in isolation.
This policy will be reviewed annually, or sooner if there are significant changes to guidance, legislation, technology, or school practice.
12. Training and Awareness
Staff will receive appropriate training and updates on AI use, safeguarding risks, filtering and monitoring, online safety and data protection.
Staff will be reminded that AI use is an ongoing safeguarding, data and professional practice issue rather than a one-off training topic.
Pupils will be taught about safe, responsible, and critical use of AI in an appropriate way through the wider curriculum and online safety education.
Parents and carers may be supported with information where the school considers this helpful to reinforce safe use outside school.
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